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1. Overview

MeSince Technology Limited is not a CA, MeSince APP install the Account Certificate (one
encryption certificate and one V1 identity certificate) automatically that MeSince APP apply
those certificates from WoTrus CA system. MeSince name Root CA and related issuing CA are
hosted and maintained by its parent company — WoTrus CA Limited, A licensed CA in China.

To know more about MeSince Certificates Policy & Practice Statement, please refer to WoTrus
CPS: https://www.wotrus.com/policy/.

2. MeSince Identification

The OID for MeSince is 1.3.6.1.4.1.50775, WoTrus issues certificates for MeSince contain the
following OIDs / OID arcs:
1) MeSince special purpose OID:
1.3.6.1.4.1.50775.2.<number>
2) MeSince intermediate root certificate OID:
1.3.6.1.4.1.50775.3. <cert-type>
3) MeSince end user certificate OID:
1.3.6.1.4.1.50775.3. <cert-type>.<cert-class>

Definition:
<cert-type>: 1: SSL certificate; 2: Code signing certificate; 3: Client certificate;
4: Timestamp certificate; 5: Client certificate for PDF; 6: OCSP certificate
<cert-class>: 1: Class 1 or V1; 2: Class 2 or V2; 3: Class 3 or V3; 4: Class 4 or V4

Assigned special purpose OID:
MeSince Adobe OID: 1.3.6.1.4.1.50775.2.9
MeSince Email Verification Code OID: 1.3.6.1.4.1.50775.2.10

Certificates OID details:

Digitally Signed Object Object Identifier (OID)

SSL Certificates Issuer CA 1.3.6.1.4.1.50775.3.1
1.3.6.1.4.1.50775.3.1.3

2.23.140.1.2.2 (CAB Forum Baseline Reqgs)
1.3.6.1.4.1.50775.3.1.2

2.23.140.1.2.3 (CAB Forum Baseline Reqgs)
1.3.6.1.4.1.50775.3.1.1

2.23.140.1.2.1 (CAB Forum Baseline Reqgs)

Organization Validation SSL Certificates

Individual Validation SSL Certificates

Domain validation SSL Certificates
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Client Certificates Issuer CA 1.3.6.1.4.1.50775.3.3
1.3.6.1.4.1.50775.3.3.4
Extended Validation (V4) Client Certificates
1.3.6.1.4.1.50775.2.9 (Adobe)
1.3.6.1.4.1.50775.3.3.3
Organization Validation (V3) Client Certificates
1.3.6.1.4.1.50775.2.9 (Adobe)
1.3.6.1.4.1.50775.3.3.2
Individual Validation (V2) Client Certificates
1.3.6.1.4.1.50775.2.9 (Adobe)
Email validation (V1) Client Certificates 1.3.6.1.4.1.50775.3.3.1
Time Stamping Certificates Issuer CA 1.3.6.1.4.1.507753.4
Time Stamping Certificates 1.3.6.1.4.1.50775.3.4.3

3. MeSince Root CA

WoTrus owns and operates the following MeSince named Root CA that can be download at
https://www.wotrus.com/root/ and https://www.mesince.com/legal/.
Common Name: MeSince Identity CA

Organization: MeSince Technology Limited
Serial Number:  3FEF239ECCCO31FDDF664E3A1726B8C4
Fingerprint: BESE323A6E608652ED0113CBB8F92FF9768ABDCC

WoTrus have issued several intermediate CAs from above Root CAs, the detail information
about those intermediate CA (Issuing CA) is listed at https://www.wotrus.com/root/ and
https://www.mesince.com/legal/.

4. MeSince AIA, CRL and OCSP

MeSince AIA/CRL/OCSP system is hosted and maintained by WoTrus CA, but it uses its own
domain as: aia.mesince.com, crl.mesince.com, ocsp.mesince.com.

To let MeSince APP fast process the certificate status in mobile APP, WoTrus provides Cloud

Certificate Status Protocol (CCSP) for MeSince APP, an OCSP cloud service designed for
MeSince.

5. MeSince Time Stamping Service

MeSince timestamp every outgoing email automatically, this RFC 3161 time stamping service
is hosted and maintained by WoTrus CA, but it uses its own domain: tsa.mesince.com.
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6. MeSince Certificate Revocation

MeSince users can apply certificate revocation in MeSince website, it will be processed by
WoTrus CA system and WoTrus Staff according to WoTrus CPS.

7. MeSince Certificates Fees

MeSince default Account Certificate is free for all MeSince APP users including one encryption
certificate and one V1 identity certificate.

MeSince also provide charged authentication service: Individual Validation and Organization
Validation, its service fees are detailed on the official MeSince website (www.mesince.com).

The Individual Validation and Organization Validation process is operated by WoTrus staff
based on WoTrus CPS.

8. MeSince Subscriber Agreement

MeSince users shall comply with the Subscriber Agreement listed in WoTrus CPS 9.6.3.
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